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Incidents/Articles of Note:

US DOJ Seizes $2.3 Million In Cryptocurrency Paid To Ransomware

Extortionists

Passengers Threaten Three Flights Departing LAX Within A Week

Texas Man Pleads Guilty To Plotting Attack On Data Centers

CISA Under Pressure To Put More teeth In Cyber Requirements Following

Colonial Pipeline Attack

Tech Issues Hit Three US Airlines, Grounding Flights

 

View Resource

Resource | CISA

Securing Cyber Assets:

Addressing Urgent Cyber

Threats To Critical

Infrastructure

Today’s cyber-attacks are increasingly

dangerous and targeted, designed by

advanced actors to damage or disrupt

critical U.S. infrastructure that deliver

vital services—particularly electricity

and financial services. Attackers can

inflict damage on physical infrastructure

by infiltrating the digital systems that

control physical processes, damaging

specialized equipment and disrupting

vital services without a physical attack.

 

 

View

Announcement | DHS 

DHS Announces New

Cybersecurity

Requirements for Critical

Pipeline Owners and

Operators

The Department of Homeland

Security’s Transportation Security

Administration (TSA) announced a

Security Directive that will enable the

Department to better identify, protect

against, and respond to threats to

critical companies in the pipeline sector.
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Counterterrorism

Considerations for

Waterfront Locations

Terrorists may continue to focus their

efforts against waterfront locations 1

because of the potential for mass

casualty events and restricted access.

Previous attack plots targeting

waterfront locations included various

tactics, techniques, and procedures

(TTPs), such as the use of firearms,

improvised explosive devices (IEDs),

and vehicular ramming. First

responders should consider these

TTPs when coordinating with local,

state, federal, and private-sector

partners.

 

 

Register

Training | IMA Webinar Broadcast

July 15 @ 9:00 am - 11:00 am PST

Food Defense: Securing the

Food Sector - Threats &

Vulnerabilities

What is Food Defense? Food Defense

is the prevention of both intentional and

unintentional contamination of the food

supply. The FBI works with its State,

Local, Tribal, and Food Sector Private

Industry Partners to attempt to reduce

vulnerability to intentional

contamination, helping to investigate

and mitigate the effects of intentional

adulteration. Why target the food

supply? Deliberate contamination could

cause significant consequences:

Physical, economic, psychological, and

political.
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View Virginia Fusion

Center Homepage

Click Here​

 Observe Suspicious

Activity?

Report Online

 

 
Virginia Shield Coalition

 
"Awareness Through Information Sharing"
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Need Help with this Email? Useful Links

 View in a browser • VFC Fusion Site

VFC Shield  • Shield Homepage

"Awareness Through
Information Sharing"

• All Products

  • Report SAR

  • Email Coordinator

 
The opinions or conclusions of the authors reflected in the open source articles does not necessarily

reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you
with event information to highlight available resources designed to improve public safety and reduce

the probability of becoming a victim of a crime.
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https://fusion.vsp.virginia.gov/vfcshield/ciaware-june-2021/
https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fabc7.com%2Fdelta-flight-from-lax-diverted-after-passenger-makes-terroristic-threats%2F10780111%2F&data=04%7C01%7C31083%40lapd.online%7Cab5d927096b948b6af6b08d92e788931%7C642fd61c34dd4fd0af8d443576485883%7C0%7C0%7C637591917515843094%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=vAz5rpPSAfd0agnu35jezBIX1rb%2BwsoBB3S0Dwr0ieQ%3D&reserved=0
https://www.justice.gov/usao-ndtx/pr/texas-man-pleads-guilty-plotting-attack-data-centers
https://federalnewsnetwork.com/cybersecurity/2021/06/cisa-under-pressure-to-put-more-teeth-in-cyber-requirements-following-colonial-pipeline-attack/
https://thehill.com/policy/transportation/aviation/558438-tech-issues-hit-three-us-airlines
https://www.cisa.gov/sites/default/files/publications/niac-securing-cyber-assets-final-report-508.pdf
https://www.dhs.gov/news/2021/05/27/dhs-announces-new-cybersecurity-requirements-critical-pipeline-owners-and-operators
https://fusion.vsp.virginia.gov/wp-content/uploads/2021/06/First-Responders-Toolbox-Counterterrorism-Considerations-for-Waterfront-Locations.pdf
https://www.infragardnational.org/event/ima-webinar-broadcast-food-defense-securing-the-food-sector-threats-vulnerabilities/
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